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CHAPTER I 

INTRODUCTION 

When insufficient data is available, the use of probability theory for risk 

assessment may be both difficult and highly inaccurate. In such cases, subjective expert 

experience may be a viable alternative. Experts can give their degree of belief that a 

parameter's value would fall within a given range. These parameters are interpreted as 

fiizzy variables. 

Hazardous material transportation is one topic in which the constraints and 

consequences of possible actions/events are not known precisely, with no means to 

acquire enough statistical data. This motivates our investigation using fuzzy set theory. 

We use a fiizzy fault tree to assess the risk of failure associated with transportation 

of hazardous material. The fault tree describes the sequence/combination of events that 

may lead to a failure. Such events may be due to human errors, severe weather 

conditions, intelligence leaks, etc. The top event of the tree is a catastrophic failure, such 

as environmental contamination or loss of material. 

Each event in the fault tree has its own membership function in which the fiizzy 

variable is the probability that this event may occur. The membership grade is the degree 

of belief that this probability may take on a certain value. Our work is inspired by 

PHASER (Probabilistic Hybrid Analytical System Evaluation Routine), implemented at 

Sandia National Laboratories by R.J. Roginski and J.A. Cooper. PHASER calculates the 

top event probability of failure for a fault. 
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For some events, the probability of occurrence evolve with the repetition of trips. 

In such a case, the evolution of the membership function for the top event enables us to 

assess the risk of failure after a certain number of trips. A timely decision can then be 

made to change one of the transportation parameters, such as: route, time, maintenance 

schedule or destination. 

Chapter II is an introduction to fault trees and a presentation of our transportation 

problem. Chapter III is an overview on fuzzy set theory and the properties of fuzzy sets 

that are of concern for this work. Chapter IV discusses the use of probability as the fuzzy 

variable and the means of mapping crisp functions into the fuzzy fi-amework. Issues of 

completeness and consistency of mapping theory is also addressed in that chapter. 

Chapter V gives the results of a numerical example for the use of a fuzzy fault tree. 

Chapter VI concludes the work with some comments. 
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CHAPTER II 

CASE DESCRIPTION USING FAULT TREES 

2.1 Hazardous Material Transportation 

Our problem is risk assessment for hazardous material transportation. The 

transportation process of hazardous material is at risk during many stages of the process 

for a variety of reasons, including mechanical failures, human errors, and the actions of 

foreign and domestic hostile groups. The risk associated with such a process needs to be 

assessed in a conservative way in order to avoid its high consequences of failure. 

Although we are thankful for our limited accident history, we lack the adequate historical 

data for a statistical analysis. We consequently must refer to another source of 

information: human knowledge. This is also demanded by the nature of important factors 

which are subject to constantly changing social and political issues. 

Experts working in different fields related to the transportation issue, such as 

terrorism, meteorology, engineering design and security, each have well informed 

opinions about the probabilities of events related to his field. These opinions make up the 

pool of information that substitutes for statistical data and allows us to perform an 

assessment of probability of catastrophic failure. 

A fault tree may be used to describe the sequence/combination of events that 

could lead to a failure. The example tree used in this work is not meant to model the 

transportation process in great detail, but to clearly illustrate the use of a fault trees along 

with fiizzy set theory. Figure 2.1 shows the proposed tree. The tree's top event 
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(Catastrophic Failure) assumes loss of the material (environmental contamination, 

material stolen, etc.), while late deliveries or a canceled trips are not considered as a 

failures. 

During the transporting phase, any of three different events could lead to a failure. 

These three events are a "Successftil Terrorist Attack," a "Natural Disaster" and a "Fatal 

Accident." A "Successful Terrorist attack" can result from an "Intelligence Leak," which 

means that the route and time of transportation were discovered, along with an 

"Inadequate Response" from the transportation crew. A "Fatal Accident'' is supposed to 

be a major "Accident" that leads to an "Environment Contamination." This accident can 

be due to a "Driver's Error," a "Maintenance Failure" or a "Design/Manufacturing 

Failure." Finally, a "Natural Disaster" is an event such as a tornado, an earthquake or a 

flood. 

2.2 Fault Trees 

Fault trees represent one way to logically describe an undesired outcome. The 

tree's top event is occupied by this undesired outcome and possible events that may lead 

to its occurrence are cormected to it by logical "AND" and "OR" gates (Cooper, 1993). 

Each of these events is in turn depicted by other events and the tree continues branching 

till the basic events are reached at the bottom of the tree. The basic events are the ones 

which occurrence is not subject to other events. They are defined either statistically by 

assigning certain probability or probability distribution or based on experts opinion using 

fuzzy membership functions (Weber, 1994). 
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reliable when various sources are available to provide sufficient data for mathematically 

portraying the different variables. Therefore, an alternative is to be used to handle 

problems where exact failure probabilities of the tree's events/components can not be 

assessed. Such altemafive is fuzzy set theor\ (Zadeh. 1965). 

In an approach based on fuzzy fault tree model (Tanaka, 1983), probabilit\ 

distributions are replaced by fuzzy membership functions determined through expert 

opinion. The membership functions represent the possibility of occurrence of each event. 

The notion of possibility better suits those environments where it is difficult to evaluate 

the failure probabilities of components from past occurrences. Tanaka (1983) limited the 

possibilities of failure to the trapezoidal shape for simplicity, an assumption that lead to a 

reasonable approximation. In his approach, Tanaka (1983) extended the intersection and 

complement of events using the Zadeh's extension principle and used De Morgan's law 

to obtain unions. 

Also it is worth noting that our theory is entirely built for independent 

probabilities, as will be discussed in Chapter FV. For this reason all basic events in the 

fault tree are assumed independent. In other words, if several dependent events could 

contribute to one outcome, then they have to be expressed in the fault tree in terms of this 

outcome as one basic event. For example the Driver Error event includes all possible 

errors like going over the speed limit, driving off a bridge, etc., which are to a certain 

extent dependent events. 



^33?;?S55sa^K: T T ^s^mB^s:^^^ssss - — - ^ ^ - • - • ^ 

Successful 
Terrorist Attack 

I 
Intelligence 

Leak 

1 
Inadequate 
Response 

Catastrophic 
Failure 

0 
Natural 
Disaster 

Fatal 
Accident 

Accident Contamination 

1 
Driver 
Error 

Mainten
ance Error 

1 
DsgnTMnf. 

Error 

Figure 2.1: Proposed fault tree for the hazardous material transportation 
problem. 
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CHAPTER III 

INTRODUCTION TO FUZZY SETS 

3.1 Introduction to Fuzzy Sets 

Fuzzy set theory was first introduced by Zadeh in 1965 when he published his 

paper on fiizzy sets (Zadeh, 1965). When dealing with crisp sets, which have sharp 

boundaries, each element is defined to be either belonging or not belonging to the set. 

For example the set of real numbers greater then "a" and smaller then "b" is a crisp set. 

Only numbers within the above interval belong to this set while all others don't. On the 

other hand, a fiizzy set doesn't have sharp boundaries and elements of this set may belong 

to it with different membership grades. One of the natural semantics for fuzzy sets is the 

expression of closeness, proximity and similarity (Dubois and Prade, 1996). For 

example the set of numbers close to "a" doesn't have sharp boundaries. Numbers like 

"a+1" and "a+2" both belong to the set but intuitively "a+l" has a larger membership 

grade then "a+2". Figure 3.1 shows the difference between membership fiinctions of 

fuzzy sets and crisp sets. 
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Figure 3.1: Membership functions of crisp and fuzzy sets. 

If X denotes a universal set, then the membership fiinction |i by which a fuzzy set 
A 

A is usually defined has the form: 

\i : X ^ [ 0 , 1 ] , 
A 

where [0,1] denotes the interval of real numbers from 0 to I, inclusive. In the work that 

follows X = [0,1]. The membership grade of x in A, )LI (X), can also be thought of as the 
A 

degree of compatibility of x with the concept represented by A. 

Applying the concept of a fiizzy set to our case, each basic event in the fault tree is 

represented with a membership function that is set by experts capable to assess the 

probability of occurrence of this event. The membership grade describes the degree of 

belief the experts have in the probability of that event to take on a certain value. This 

means that for a normalized membership fiinction the range of probability the experts are 

most confident about will be assigned a membership grade of one, while other 

asafls. 



.^UM : • • • » • • i l M - l - • '•---

probabilities will be assigned lower membership grades. Figure 3.2 shows an example of 

a membership function describing one of the tree's basic events, which is "Intelligence-

Leak." 

INTELLIG. LEAK 
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1.0E-11 1.0E-07 

Probability 

Figure 3.2: Membership fiinction of one of the tree's basic events. 

According to Figure 3.2, the experts are most confident about the range from 1 .OE-09 to 

I .OE-08 to be the range where the probability of an "Intelligence Leak" falls. Yet, they 

still believe that this probability can take some higher value up to 1 .OE-07, but they are 

less confident about that. Similarly, it can be as low as I .OE-l 1. Finally, the experts 
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don't believe at all that the probability of an "Intelligence Leak" could be any higher then 

1 .OE-07 or any lower then 1 .OE-l 1. The set of probability values in the interval 

[ 1 .OE-11,1 .OE-07] is a fuzzy set described by the trapezoidal membership fiincfion 

shown in Figure 3.2. 

3.2 Alpha-Cuts 

An a-cut of fuzzy set A is defined to be the interval A" containing all elements of 

the universal set X that have a membership grade in A greater then or equal to a certain 

value a (Klir and Folger, 1988). This definition can be written as: 

A " = { x e X ||Li ( x ) > a } . (3.1) 
A 

It is also usefiil to define the support and core of a fiizzy set A. The support is the crisp 

set that contains all the elements of the universal set X having nonzero membership grade 

in A, while the core is that containing the elements with membership grade of one. The a-

cuts form a nested family of subsets that, if known, could be used to reconstruct an 

unknown membership fiinction. 

10 
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Î A(XX 

a -

support 

Figure 3.3: The core, the support, and an a-cut of a membership fimction [i (x). 
A 

3.3 Upper-Semicontinuitv of Membership Functions 

The extension principle discussed later in Chapter IV is a basic principle allowing 

generalization of crisp functions to the fiizzy frame work. Fuzzy sets on which this 

principle is applied need to have closed alpha-cuts. The necessary and sufficient 

condition for a fiizzy set's alpha-cuts to be closed is the upper-semicontinuity condition. 

11 
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A real-valued function f is called upper semi-continuous at a point y if: 

f{y) ^ °o (3.2a) 

and f{y) > Ximf{x) 
X-> V 

(3.2b) 

where lim is the limit superior as defined in (Royden, 1968). A function is upper semi-

continuous on an interval if it is upper semi-continuous at each point of the interval. 

3.4 Convex Fuzzy Sets 

A fiizzy set is convex if and only if each of its alpha-cuts is a convex set. 

Equivalently, we may say that a fuzzy set A is convex if and only if: 

ÎA (>tr + (I- ?i) s ) > min [ )LIA (r), ^A (S) ] , (3.3) 

for all r, s E 9? and all X e [0,1] (Klir and Folger, 1988). The definition of convexity for 

fiizzy sets does not mean that the membership fimction of a convex fiizzy set is 

necessarily a convex fiinction. Figure 3.4 shows an example of a non convex function 

describing a convex fiizzy set. 

^(x) 

Figure 3.4: A concave membership fiinction describing a convex fuzzy set. 

12 
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3.5 General Fuzzy Sets 

As seen in the previous section, the convexity of a fuzzy set indicates that the 

conditions for upper semicontinuous function have been satisfied since the convexity of 

fiizzy set is conditioned on that of each of its alpha-cuts. Nevertheless, the opposite is not 

true. In other words, a fuzzy set that has closed alpha-cuts and satisfies the upper 

semicontinuous conditions may not necessarily be a convex one. For instance, the 

function \i (x) defined by: 

1 jc = 0 

M{X) = I , (3.4) 
sinn/x;| 0 < x < l 

is an upper-semicontinuous one with closed alpha-cuts, yet it describes a fuzzy set that 

doesn't satisfy the condition for convexity and is considered a general fiizzy set. 

13 
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CHAPTER IV 

FUZZY PROBABILITY 

4.1 Overview on Regular Probability 

One possible way for the failure risk assessment of a problem such as the 

transportation process we are dealing with, is through the knowledge of the probability of 

occurrence of each possible event in the fault tree describing this process. In regular 

probability, if the probabilities that each of two different events could occur are known, 

then the probability of their union and intersection can be calculated using the 

conventional probability theory rules for union and intersection: 

P(AuB) = P(A) + P(B) - P(AnB) . (4.1) 

As we mentioned earlier our theory is entirely based on independent events, which leads 

us to : 

P(AnB) = P(A) P(B) . (4.2) 

Hence; 

P(AuB) = P(A) + P(B) - P(A) P(B) . (4.3) 

Also for the complement of an event: 

P(A'̂ ) = I - P(A) . (4.4) 

Using equations (4.2), (4.3) and (4.4) along with the associative property of union 

an intersection and the probability of occurrence of each basic event in the tree, we can 

14 
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proceed with the calculation of the output of each .AND or OR gate in the fault tree till 

we reach the top event. 

Unfortunately, the basic events in our fault tree are not of a stochastic nature and 

we have no means to calculate a crisp value for the probability of occurrence of each 

basic event. While some events could be partially assessed based on past historical data 

like a tornado or other severe weather conditions, some other events like an intelligence 

leak can only be assessed based on social and political issues that only experts knowledge 

can interpret. Besides, we often need to consider failure of components which have never 

failed before. This fiizzy nature of the problem motivates our investigation using fuzz> 

set theory. 

4.2 Probability Versus Possibility Theorŷ  

Probability theory and possibility theory can both be used as methodologies for 

dealing with imprecision and uncertainty. Nevertheless, each methodolog> has its own 

implications and meanings, as well as its won applicability. Generally, it is much easier 

for humans to estimate grades of membership or degrees of possibilit\ rather then 

probabilities (Zadeh 1995). 

As far as estimating the risk of an event. probabilit\' theory serves as an average 

risk estimate over repeated trials. If fx(x) denotes the probability densit>' function of a 

random variable X, then the probability of the value of X to fall within a set A is: 

P(X e A) = J ^ fx(x) dx . (4.5) 

15 
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For example, this is an appropriate model for an insurance company. If fx(x) is 

the probability density function for the yearly claim of a single customer, then P(X< A) is 

the probability of paying less than A for a single customer. Since the insurance company 

has many customers, average risk per customer is the critical quantit\. 

Possibility theory on the other hand serves as worst case estimate, or conserv ati\ e 

risk estimate. This is the methodology a prospective insurance buyer may want to 

consider before he decides whether to buy an insurance. If |i (x) is the membership 
A 

fiinction assigned to a certain parameter X, then the possibility that X is in a set A is 

designated b\': 

nx(A) = sup^e^^x(x) . (4.6) 

An individual customer may want to insure against all high possibilit> events, 

since he cannot average his risk over repeated trials. 

This explains why we want to use fuzzy set theory in our case rather then an 

average estimate of a repetitive event. Equation 4.6 reveals the inherent conservative 

nature of possibilit\ theory: the possibility of a set is high if a single point in the set has 

high possibilit>'. We observe that a high degree of possibility does not imph' a high 

degree of probabilit>. However, if an event is not possible, it is also improbable. Thus in 

a way possibility is an upper bound for probability. 

16 
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4.3 The Extension Principle 

What we need at this stage is an algorithm to map the union and intersection 

operations known in regular probability into similar operation that could be applied to 

fuzzy sets instead of crisp numbers. For this purpose we refer to a basic principle 

allowing the generalization of crisp concepts to the fuzzy framework, which is known as 

the extension principle (Zadeh, 1965). It provides the means for a function/.) that maps 

ordered tuples of elements of several different crisp sets Xi, X2,..., Xn to the crisp set Y 

to be generalized such that it maps fuzzy subsets of Xi, X2,..., Xn to Y (Klir and Folger, 

1988). The extension principle states that: 

^ sup ^ 
y " « , W = (y . ^ ( „ , , . , . . . , , . ) ] min[//^ (x,X//^^(x.),...,//^_(x.)] (4.7) 

where Ai, A2,..., An are fiizzy subsets of Xi, X2,..., Xn , and sup and min stand for the 

maximum and minimum values, respectively. Equation (3.4) means that for any n-tuple 

(xi, X2,..., Xn) that satisfies the condition y =/(xi, X2,..., Xn) for a particular value of y, 

we select the minimum membership grade among |i (xi), fi (X2),..., |i (Xn) and repeat 
Ai A2 An 

this for all other n-tuples satisfying the above condition. Finally, the maximum value of 

all minimum membership grades that were found will represent the membership grade of 

y in the new fiizzy set Y. 

Applying the extension principle to the union and intersection operations known 

in crisp probability, we can obtain an expression for the membership function describing 

the union and intersection of two fiizzy sets. Using equation 4.2 and the extension 

17 
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principle expressed in equation 4.7, the ftizzy probability of the intersection of events A 

and B can be written as: 

where the operator A stands for the minimum. 

(4.8) 

We can obtain the a-cuts, (AnB)" , of y. (^) in terms of the a-cuts of 
P(A nB) 

sets A and B as follows: 

a a _ a 

a . a _ a 

(AoB) , = A , B , 

(AnB)" = A" B" 
•' r r r 

a 

(4.9a) 

(4.9b) 

where A ^, A ^, B ^ and B ^ stand for the left and right limits of a particular a-cut of sets 

A and B respectively. 

MACX) 

I -

a . 

Figure 4.1: Membership fimction of the intersection of two events A and B constructed 
using their a-cuts. 
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Similarly, the membership function for the fiizzy probability of the union of 

events A and B can be obtained using equations 4.3 and 4.7: 

%(AUB)^>^ = ^^P>-a.b-ab(^(^/a) A Hp^^^ (b) ) (4.10) 

In terms of a-cuts: 

(AuB) / = A , + B ^ - A ^ B / 

^.ct a a a 

(AuB) = A , + B , - A B 

(4.11a) 

(4.1 lb) 

^A(X)A 

1 -

a 

10 ,-5 10- 10-̂  10-

Figure 4.2: Membership function of the union of two events A and B constructed using 
their a-cuts. 

Also for the fuzzy probability of the complement of event A: 

% ( A c / y ) = sup _̂,̂  (M p̂ ^̂  (a)) = Mp^^/i-y), (4.12) 

and in terms of a-cuts: 
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(A )̂ / = 1 - A , (4.13a) 

a a 
(A^), = l - A , . (4.13b) 

To demonstrate how we reached equations (4.9). (4.11) and (4.13), consider the 

simple case of the intersecfion of two sets. Figure 4.3 shows the intervals [Ai,Ar] and 

[Bi,Br] and the corresponding rectangular area defined by those intervals. For any 

function y = f(a,b), the point (a,b) should fall within the defined rectangle. In the 

considered case of the intersection of two sets y = ab. It is obvious from the diagram that 

moving from any point (a,b) inside the rectangle towards the left and upper sides 

increases the product ab, and hence the value of y, leading to the highest possible value 

being Y/= A/B/. Similarly Ŷ  = A^B^ is the lowest value for y. This verifies why the 

alpha-cut for the set Y defined as the intersection of two sets A and B is defined to be Y 

a a a a 

= [A , B ^ , A ^ B J . 

Similarly for the imion of two fiizzy sets the top left comer will give the highest value in 

the alpha-cut and the bottom right comer will correspond to the lowest value. This can be 

readily seen if we put the equation for the alpha-cuts of the union of two fiizzy sets in the 

form: 

a a a a 

(AuB) = A + B ( I - A ) (4.14a) 

a a a a 

(AuB) = B + A ( I - B ) (4.14b) 

which shows that the limits of the alpha-cuts are directly proportional to those of the sets 

AandB. 

20 
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SB^ 

*• a 

a a 

Figure 4 .3: Two-dimensional plot of the area defined by the alpha-cuts A and B . 

It is worth mentioning however that the trapezoidal shape of the resulting fuzzy 

set in Figure 4.1 is an approximation to the exact case shown in Figure 4.4. The 

equations for the exact membership function are found in (Tanaka, 1983). Tankaka 

showed that this approximation is a reasonable one, especially that it over estimates the 

probability of failure, thereby resulting in a greater margin of safety. 
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MAB ( X ) 

1 -

Exact 
Approximate 

Figure 4.4: Exact and approximate shapes of the product of two trapezoidal fuzzy sets. 

The associative and commutative laws extend in the obvious way to: 

u (y) = u, (y) 
^ (AuB) u C ̂ -"̂  ^ A u (B u C) '-̂  

(4.15a) 

^ (A nB) n C ̂ -̂̂  ^ A n (B n C) ^^ 
(4.15b) 

and 

^ A U B ) ^ ^ ^ = ^BUA)^^^ 
(4.16a) 

^ A n B ) ^ ^ ^ = ^(BnA)^^^ 
(4.16b) 

Also for DeMorgan's law: 

^ A u B ^ ^ ^ ^ ^ A ^ n B ^ ) ^ ^ ^ 
(4.17a) 

0-) 
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^(AnB)^^^^ ^(A'^uB^)^^^ 
(4.17b) 

4.4 Double Mode Events 

A ftizzy set like the example shown in Figure 4.5 is called a multiple mode fuzzy 

set. For such fuzzy sets the a=l cut is not a closed interval. Although the description of 

the probability of failure of an event with a fuzzy set like the one shown in Figure 3.8 is 

not common, there are cases where the nature of the event calls for a description using a 

fuzzy set with two modes. Let us consider for example the case of two drivers Di and 

D2 switching day and night shifts on the transportation tmck. An expert portraying the 

probability of a human error may intuitively expect the probability of a driver's error to 

fall around a certain value for driver Di and around another value for driver D2. 

Following this expectation for the probability of a human error, the fiizzy set describing 

this probability will be similar to the one shown with solid line in Figure 4.5. 

^A ( x ) t 

1 -
.^^ 

\ ^ x> 
^0 ̂> .^^ 

\^ -) 

X 

Figure 4.5: An example for a double mode fuzzy set. 
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Unfortunately, the assessment of such a probability in the way shown in Figure 

4.5 is not consistent with probability theory. If P(Di) and P(D2) are the probabilities of 

drivers Di and D2 to be driving respectively and P(A/ Di) and P(A/ D2) are the 

probabilities of an accident for each case, then the probability of an accident P(A) is given 

by: 

P(A) = P(A/D,)P(D,) + P(A/D2)P(D2) . (4.18) 

Now let us consider the membership functions u (a) and u (b) describing 
"^(A/D,)^ ^(A/Da) 

the probability of a human error for each driver separately and assuming that the 

probabilities P(Di) and P(D2) are known to be di and d2, respectively, through a preset 

schedule, then we can find the membership fiinction describing the probability of an 

accident using the extension principle as: 

jU {y) = ^ min 
^ y = ad\ + bdi 

jU {a),jU {b) 
{AID\) (A/Di) 

(4.19) 

which will result in a regular single mode membership fimction like the doted one shown 

in Figure 4.5. 

4.5 Completeness of the Fuzz> Probability Space 

A sample space S„ based on n independent events {Ai, A2,..., An} is the set of 2" 

distinct elements 

AJW \S\^S2""^S2"j 
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of the form 

=r\B, with 5,=^, or 5,=^: 
For example, for n = 2, 

^2 = { A, n A2, A,' n A2, A, n A2', A,' n A2' } . 

These elements are the basic ones in our reliability problem. Each one describes exactly 

which of the events Aj did and did not occur. 

Since S„ has a finite number of elements, our sample space is discrete and a 

complete fiizzy probability theory, in keeping with both our need and the stmcture of 

crisp probability theory for discrete sample spaces, should assign a probability for every 

subset of Sf,, including the empty set and S„ itself. Unfortunately, not all possible fiizzy 

probabilities can be calculated by rearranging into a calculation which maintains 

independence. For example, a listing of all possible subsets of ^2 is shown in table 4.1. 

Each subset of the above table can be obtained by the union of two different elements of 

S2. While the first six subsets on each column can be reached using the intersection, 

union and compliment properties, the last subsets in both rows may not be rearranged to 

allow calculation by independence formulas (equations 4.8 ,4.10 and 4.12.) These 

subsets are the ones shown in the Venn diagrams of Figure 4.6. 
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Table 4.1 : Listing of possible subsets for S;. 

s 

A, 

A2 

Ai n A2 

A i ' n A2 

Ai n A2' 

Ai'^ n A2'= 

(A, n A2'̂ ) u (A,'^ n A2) 

0 

A,^ 

A2'= 

A i ' u A : ' 

A, u A2' 

Ai ' u A2 

Ai u A2 

(Ai n A2) u (A,'^ n A2'=) 

(A,'nA2) u (A.nA^') (AinA2) u (Ai'̂ nAo") 

Figure 4.6: Venn diagrams showing the subsets of 5„ that cannot be reached by 
independence formulas with «=2. 
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The existence of those events that cannot be reached by independence formulas 

reveals the incompleteness of the fuzzy probability theory as defined by equations 4.8 . 

4.10 and 4.12. 

4.6 Consistency of Fuzzy Probability Theory 

Now we must build the definition of fuzzy probability for subsets ofS„ from the 

given ftizzy probabilities |a (xi), ^ (X2),..., |i (Xn). In crisp probability theory. 
Ai A2 An 

completeness is achieved for discrete probability spaces by use of additivity: if sets A 

and B are disjoint, P(AuB) = P(A) + P(B). When this is applied to the discrete sample 

space S„ = [S] '^2 '•••'»S'2''j ^^ calculate the crisp probability of a subset A of 5 by 

sieA 

(4.20) 

Thus every subset of the discrete S„ is broken into a finite union of disjoint sets {5,}, and 

probabilities for all subsets ofS„ are inherited from the list of probabilities for each 

element of ŵ . 

Let us consider a subset i5 of a sample space S = {^'P^': '•••'5'2 }' ^^^ 

B = |Z?i 'Z)2 '•••'6* ) ' '̂  - ^ ' ^^^^^ ^' ^^ ^̂ ^ elements in S„ which are in B. Following 

(Zadeh, 1975), we can define an extension of equation 4.20, 

M^y) = 

A 
sup 

y = jci +JC2+...+X 

VX1 + X2+...+X* < XJ 

rmn[jU.Jx.),U {x.),...,U{x.)] (4.21) 
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The inequality in the sup is a result of the interactivit\' of crisp probabilities, since 

1=1 

^^^^ ^/K .̂ -̂  ^̂  calculated from [x (xi). ^ (X2), ..., n (Xn) using independence and 
1^1/ A] .A.; .\ 

equations 4.8 , 4.10 and 4.12. Similarly for 5 we have 

MM) = 

f 
sup 

y = X .+ X2+...+ X2'. 

V JCi +JC2+...+X = I ) 

mm[IU,Jx.),/Ll,^^^{x.).....IU,Jx.)] . (4.22) 

This formulation does provide a fiizzy probability for every subset of 5„. 

Unfortunately, equations 4.21 and 4.22 are not consistent with the calculations in 

equations 4.8, 4.10 and 4.12. This can be illustrated by considering again the example for 

n=2. Then ^2 = { Ai n A2, Ai*̂  n A2, A] n A2^, Ai*̂  n A2'̂  }. The event Ai can be 

obtained from 

A] = { A] n A2 } u { Ai n A2'' }-

Considering convex fiizzy probabilities for \i (xi) and \i (X2) represented bv alpha-cuts 
A, A2 

a a a a [Ai ^ , Ai J and [A2 ^ , A2 J , we have. 

a a a a a a 

[A (A, ̂  A2) / . A (Aj ̂  A2) J = [Ai / A2 ^ , Ai ^ A2 J 
(4.23) 

and 

[A(A,^.A'=2)"/ ,A(A,nA'=2)"j = [A,"^ (l-A2"^) , A,"^ (I-A2"/)] (4.24) 

Then using equations 4.23 and 4.24 and following equation 4.21, 

a a a a a a a a ^ ^ a 

A, = [A, ^A2 / + A, ,(1-A2 )̂ , A, ^ A2 ^ - Aj ^ (I-A2 ,)] 

28 

m^SS^^^^^\.". J1111'J A J•wiJoMMfi i i ^ r • i • I I I 



[ A,", ( 1-(A2V A2"/)) , A,"^ ( 1+(A2V A2"/)) ] (4.25) 

a a 
^ [Ai / , A, J . 

a a Clearly, since (A2 - A2 ) > 0, the uncertainty in A " somehow grows when another 

independent event A2 is considered in the model. We have an inconsistenc\ in Zadeh's 

model derived from independent probabilities. 

^A (X)' 

A". A" X 

Figure 4.7: Increase in the uncertainty in A when another variable is considered in the 
model 

As an altemative to Zadeh's approach, we consider a different extension for 

equation 4.21. Consider a model built in terms of the independent fuzzy probabilities 
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H (x,), / =X,2,...,n, for sample space S„. Using the crisp probabilities pf=p{A,). we see for 
A, 

a subset 5 of ^^ that: 

S,6fi 

(4.26) 

Thus, the crisp probability of every B czSn can be written uniquely as a function of/5(.) in 

terms ofpi, p2, ..., p„. We use these fiinctions to built our altemative extension for 

equations 4.21 as: 

M,(y) = 
sup 

^y = /g(JCl + X2 + ...+Xn 

\ 

v 
min[/y^ ( ; 7 , ) , / / ^ ^ ( P O , - , / / , „ ( P O ] • (4-27) 

This extension provides both: completeness and consistency. In fact, if we reconsider 

the subset {A\r\ A2'̂ }u {Ai'̂ n A2}, we can now write an expression for its extension as 

follows: 

f ^{p\,pi,...,pn) = (1 - p\)pi + p\{X - pi) 

= p\ + P2- 2/71/72 

/ sup ^ 

U {y)= ^ min[/i {p^lJUip^X-.^jU (/?.)] . 
r*B^-^' \y = p\ + p2-2p\p2j '̂  ^' '^ ^' '^ ^" 

(4.28) 

30 

rr-rrr^-^^' •.".''•• v v i . i . m ' lAA .'^jjAi . ij"-r«v*^.-^-'W rr^l i^EBSBSMB^^BSmwi 



t^fal 

CHAPTER V 

NUMERICAL EXAMPLE 

This chapter includes a numerical example for the use of a fault tree for risk 

assessment of hazardous material transportation. The fault tree used is shown in Figure 

I. I. This tree is not meant to model the transportation problem in great detail, but to give 

an example for the use of fault trees in the ftizzy framework. Some events in fault trees 

can be described as dynamic events. In other words, the membership function that 

describes those events evolve with the repetition of transportation trips. We chose as an 

illustrating example in our fault tree the 'Intelligence Leak' event. The probability of 

occurrence of an intelligence leak grows each time a new trip takes place. In order to 

avoid the possible action of foreign or domestic hostile groups, it is necessar\ to change 

the transportation schedule periodically, thereby reducing the probabilitv of being 

discovered. One way to model the eventual growth in the probability of an intelligence 

leak P(i), is to consider it as the result of the probability of being discovered during the 

current trip P(c), OR having been discovered during a previous trip P(p). Thus for trip k. 

Pk(i) = P(c) u Pk(p) (5.1) 

where Pk(p) = Pk-i(i) (5.2) 

Figure 5.1 shows the proposed membership fiinctions for the basic events. 

Figures 5.2 shows the resulting membership function for the tree's top event: 

'Catastrophic Failure'. Figure 5.3 shows the evolution of the top event's membership 

function after 10, 20, 30 and 40 trips respectively. Figures 5.1 - 5.8 are generated by 
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PHASER (Probabilistic Hybrid Analytical System Evaluation Routine), implemented at 

Sandia National Laboratories by R.J. Roginski and J.A. Cooper. The trapezoidal shape of 

the output membership function shown in Figure 5.8 is an approximation to the actual 

one shown in Figures 5.9-5.10. 
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(a) "Natural Disaster" 

Figure 5.1: Membership function of the basic events 
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INTELLIGENCE LEA 
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(b) "Intelligence Leak" 
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(c) "Inadequate Response' 

Figure 5.1: Continued. 
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CONTAINMENT 
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(e) "Driver's Error" 

Figure 5.1: Continued. 
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Figure 5.1: Continued. 
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Figure 5.2: Membership function of the top event: 'Catastrophic Failure' 

36 

. - > • • . - : >:•— » . » « n - « » ^ . « - . » - * -



•ii.u ya'jiHi 

1 

0 .9 

0 8 

0 .7 

1 0 .6 

5 0 .5 

•« 0 .4 

0.3 

0.2 

0 .1 

/ 

/ 

/ 
/ 

/ 

\ 
\ 

*> 

• 

• 

• 

• 

-7 -6 -5 -4 
P ro b a b ility of F a ilure 

-3 

al
ph

a 
le

ve
l 

o
 

o
 

o
 

0.2 

n 

/ \ 

/ ^ 

/ "̂  / \ 
/ \ 

-9 -7 -6 -5 -4 
Probability of Failure 

0.8 

0.6 

0.4 

0.2 -

-9 

/ ' ' \ ' 

/ 

/ 
/ 

/ 

\ 
\ 

\ 
\ 

\ 

-8 -7 -6 -5 -4 
Probability of Failure 

-8 -6 -5 
P robability of Failure 

Figure 5.3: Evolution of the top event after 1,10, 20, 30, 40 trips, respectively 
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CHAPTER VI 

CONCLUSION 

Fuzzy set theory can serve as altemative to probability theory for the risk 

assessment in problems characterized by the lack of statistical data. Rather then the 

average estimate provided by probability theory, assessment based on possibility theory 

provides a worst case estimate, which is appropriate for a high consequence problem like 

the transportation of hazardous material. Although Zadeh's extension principle provides 

the means to map general fimctions from the crisp to the fiizzy framework, care should be 

taken when selecting the appropriate function for extension, in order to avoid 

incompleteness and inconsistency. The resuhing trapezoidal membership function for the 

intersection of two events is considered a reasonable approximation to the exact result, 

especially that it over-estimates the probability of failure, thereby increasing the margin 

of safety. 
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